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Problem Statement 

 DeepSweep is a device for inspecting network traffic 

 

 Does not have a GUI for viewing the output 

 

 Xplico is a web UI for viewing network traffic 

 

 Develop an interface between Xplico and DeepSweep 



Design Diagram 

Pcap: Packet Capture file 

Contains captured network traffic data 

 

ASN.1: Abstract Syntax Notation  file format 

Standard for representing data in networking 



Requirements 

1. Xplico (modified): Start Pusher and the Collectors 

2. C Collector (new): Create pcaps from raw traffic 

3. Java Collector (new): Create pcaps from ASN.1 traffic 

4. Xplico Pusher (existing): Upload new pcaps to Xplico 

5. Xplico (existing): Display uploaded traffic in web GUI 

6. Xplico (modified): Generate reports for traffic 



Decomposition 



Non-Functional Requirements 

 Reliability: Application should return information 

consistently and recover from errors. 

 

 Maintainability: Documentation should be up-to-date 

and accurate; application should be easy to upgrade. 

 

 Extensibility: Future developers should be able to easily 

add additional features using the existing architecture. 

 



Software Specifications 

 Languages: C, Java, Go, PHP, Python 

 

 Collector (Raw Traffic): C 

 

 Collector (ASN.1 Traffic): Java and Go 

 

 Xplico: PHP, C, and Python 

 

 Libraries: jnetpcap and TCPDF 



Prototype 

 Phase 1A: Handling Raw Traffic (C Collector) 

 

 Phase 1B: Handling ASN.1 Traffic (Go Collector) 

 

 Phase 2A: Replace Go Collector (Java Collector) 

 

 Phase 2B: Extend Xplico (Report Generation) 

 

 



User Interfaces 

 Create Case and Session Pages: New option for start pcap 

uploads to the new case or session 

 

 Case and Session Pages: New options for starting pcap 

uploads and generating reports 

 

 Report Page: Displays list of generated reports 



Potential Risks 

 Xplico decodes pcaps slower than they are sent 

 

 Raw traffic does not mark start / end of packet groups 

 

 Xplico does not contain an API for extendibility 



Test Plan 
 Verify Pusher and Collector start correctly 

 

 Test that Collectors create pcaps from collected traffic 

 

 Verify data from pcaps is uploaded to Xplico 

 

 Test that creating a report includes all the selected data 

 

 Run regression tests after major changes 

 

 Run integration and stress tests on system 



Current Project Status 

 Installed Xplico on Linux 

 

 Finished research on project components 

 

 Wrote and tested C Collector 



Tasks and Responsibilities 

 Altay Ozen: Team Lead and Collectors 

 

 Andy Heintz: Documentation and Xplico Changes 

 

 Abe Devine: Webmaster and Testing 



Timeline 

 Phase 1A (Handling Raw Traffic)  Dec. 18 

 

 Phase 1B (Handling ASN.1 Traffic)  Feb. 20 

 

 Phase 2A (Replace Go Collector)  April 9 

 

 Phase 2B (Extend Xplico)   April 23 



Questions? 



Inputs / Outputs 

 Collector Input: Raw or ASN.1 traffic 

 Collector Output: Pcap files 

 

 Pusher Input: Pcap files 

 Pusher Output: Data in Xplico’s database 

 

 Xplico Input: Data in database 

 Xplico Output: Traffic in GUI or report 



New Session Page 



Session Page 



Sample Report 


